How to Use YubiKey
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Background

The following document will walk through how Federal Home Loan Bank of Dallas (FHLB Dallas) members will
authenticate when logging into SecureConnect using a YubiKey device

Launch the desktop application
First, launch a browser window, preferably Chrome, and launch the Yubico desktop application. This is a
standalone application and the location of the application will adjust so the windows will fit on one screen.
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Insert the YubiKey device into your computer’s USB slot
Insert the YubiKey into the computer’'s USB slot.

You will see the applications in which you have established a multifactor association with listed which you have
established multifactor authentication. Typically, the member will have only one listed for FHLB Dallas named

“FHLBank Dallas Members”.
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Launch SecureConnect and log in

Go to SecureConnect login page and log in with your userlD and password.
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Don't have a GrantConnect account? Sign up now
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Complete the Multifactor Authentication
You will be presented with the multifactor verification window as follows:
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From the Yubico Authenticator desktop application, double click the account associated with the application.
This will also copy the six-digit authentication code so you can paste it in the field prompting you for multifactor
authentication. If you elected during the enrollment process to require “touch” of the key for use, you then
simply touch the key plugged into your computer.
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The code is available in the Yubico app and you can copy it to your clipboard for ease of entry.
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Code copied to clipboard
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This next step is optional based on how you elected to set up the key. If you do not touch the key within a few
seconds, you will see natification that the touch timed out and have to double click again to get a new code:
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Finally, you will receive authentication and be allowed into the application.
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Please contact Migration Support at migrationsupport@fhlb.com or 866.415.1364 with questions.
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